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Abstract: The study aimed to identify a set of
requirements that are supposed to be met in a way
that enables the internal auditor to perform his role
effectively as an independent guarantee provider
for the Board of Directors for a set of controls and
measures for cybersecurity and what can
contribute to achieving its efficiency and
effectiveness, through auditing the operations
carried out by the first and second lines responsible
for developing and implementing these controls,
based on the instructions issued by the Institute of
Internal Auditors (I11A), and the study found the
need to meet a set of requirements It is to provide
the internal auditor with advanced knowledge of
information technology and work with high
professional care and maintain his independence,
and that the internal auditors receive sufficient
support from the Board of Directors by allowing
time, providing the necessary financial resources,
supporting their participation in developing the
cybersecurity strategy in economic units and
granting them sufficient powers for that, updating
the internal audit approach and planning for the
cyber audit process on an annual and flexible basis
and on a risk-based basis using an appropriate
methodology, as well as strengthening the
relationships between the internal audit function
and technical functions. Information,
cybersecurity, and work collaboratively to enhance
cybersecurity in economic units.
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